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• The general legal landscape

– Privacy regulation and the common law

• Additional rules for audio vs. video alone

• Employee information vs. third party info

• Public spaces vs. private space

• Specific cases:

– Location data – GPS, etc.

– Biometrics, face detection, facial recognition

Topics to be covered
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• Privacy means different things to different people. 

• In this context, it usually means giving people control 

over their personal information:

– What information they have to share

– With whom they share it

– Where it goes

• People also DO NOT LIKE being surprised

• Any intrusion without consent has to be justified.

What is privacy?
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• Every organization in Atlantic Canada that collects, 

uses or discloses personal information in the 

course of commercial activity is subject to the 

Personal Information Protection and Electronic 

Documents Act (Canada), known as PIPEDA. 

• Every public sector organization (province, 

municipality, school, hospital, etc.) is subject to a 

similar provincial equivalent: FOIPOP (NS), RTIPPA

(NB), ATIPPA (NL), FOIPP Act (PE).

• Similar but different.

The general legal landscape
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• For a service provider, it’s complicated …

• PIPEDA applies to all collection, use and disclosure of 

personal information in the course of “commercial 

activities”. 

• Provincial FOIPOP / RTIPPA / ATIPPA applies to all 

provincial “public bodies”.

• Federal Privacy Act applies to all federal “government 

institutions”. 

• Personal information collected for your own business is 

subject to PIPEDA (other than employee information).

Question 1: What law applies?

5
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• Addresses “personal information” – information 

about an identifiable individual:

– NOT business contact information when used to 

contact someone in their business role.

– Would include name, address, income, health 

information, demographics, preferences, birth date, 

SIN, customer numbers, unique identifiers

• Definitely includes images on video, voice 

recording and biometrics.

What is “personal information”?

6



© McInnes Cooper, 2019

• Also includes information that may be traced 

back to an individual

• The same information may be personal 

information about more than one individual.

• Doesn’t matter if the information is public or well 

known; not talking about “private information” 

but “personal information”.

• May be recorded in a public place, but still 

“personal information”

What is personal information?

7
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CSA Model Code and PIPEDA

• Ten principles from the 
code now baked into law

• Fundamentally about:

– Reasonable purposes

– Notice

– Consent (and then only 
using the information for 
those purposes).

• Have essentially become 
internationally 
recognized best 
practices. 

1. Accountability

2. Identifying purposes

3. Consent

4. Limiting collection

5. Limiting use, disclosure and  
retention

6. Accuracy

7. Safeguards

8. Openness

9. Individual access

10. Challenging compliance

8
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• There is a baseline standard of 

“reasonableness” in PIPEDA: 

5(3) An organization may collect, use or disclose 

personal information only for purposes that a 

reasonable person would consider are appropriate in 

the circumstances.

• If it does not meet that test, it can’t be collected, 

used or disclosed. 

Reasonableness
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The purposes for which personal information is collected 

shall be identified by the organization at or before the time 

the information is collected.  

– Must document (internally) why you collect personal 

information;

– Must identify the purposes to the individual at or 

before the time personal information is collected 

(may be oral or in writing);

Principle 2 – Identifying Purposes

10
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The knowledge and consent of the individual are required for the 

collection, use or disclosure of personal information, except where 

inappropriate.  

– Requires informed consent – organizations must make a reasonable 

effort to advise the individual (in an intelligible way) of the purposes for 

which the information is being collected; 

– Form of consent is dependent upon the sensitivity of the information;

– Cannot require consent for collection, use or disclosure of personal 

information beyond that required to fulfil the explicitly stated and 

legitimate purposes;

– Consent may be withdrawn.

– Only exceptions to consent are in s. 7 of the Act.

Principle 3 - Consent

11
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The collection of personal information shall be limited by 

that which is necessary for the purposes identified by the 

organization. Information shall be collected by fair and 

lawful means.  

– Organization needs to identify the purposes 

(Principle 2) and then limit their collection to that 

which is necessary for those purposes;

– Must be honest – no collection by misleading 

means;

Principle 4 – Limiting Collection

12
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Personal information shall not be used or disclosed for 

purposes other than those for which it was collected, 

except with the consent of the individual or as required [or 

permitted] by law. Personal information shall be retained 

only as long as necessary for the fulfilment of those 

purposes.

– Limited to using and disclosing personal information to the 

purposes for which it was collected, unless you get further 

consent and document the new purpose;

– Need to have a retention plan – must keep information used to 

make a decision about someone long enough for them to have 

access to the information;

Principle 5 – Limiting use, disclosure 

and retention
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Personal information shall be as accurate, complete, and 

up-to-date as is necessary for the purposes for which it is 

to be used.

– Only really an issue when personal information is 

used to make a decision about someone;

Principle 6 - Accuracy

14
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Personal information shall be protected by security safeguards 

appropriate to the sensitivity of the information.

– CRITICAL PRINCIPLE;

– Must protect from many threats:

 “The security safeguards shall protect personal 

information against loss or theft, as well as 

unauthorized access, disclosure, copying, use, or 

modification. Organizations shall protect personal 

information regardless of the format in which it is 

held.”

– Must use secure disposal methods;

Principle 7 - Safeguards
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Upon request, an individual shall be informed of the existence, use, and 

disclosure of his or her personal information and shall be given access 

to that information. An individual shall be able to challenge the accuracy 

and completeness of the information and have it amended as 

appropriate. 

– Subject to some exceptions;

– Must respond within 30 days;

– Need to let the individual know to whom the information has been 

disclosed, so must keep a record of how your data is used.

– Should be at “minimal or no charge”;

– Must be comprehensible to the individual;

Principle 9 – Individual Access

16
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• Individual (not just customer!) can make a written complaint to the 

Privacy Commissioner (s. 11).

– Commissioner may initiate a complaint of his own accord.

– Commissioner investigates the complaint

– Powers in s. 12(1): Compel evidence, administer oaths, accept any 

evidence whether ordinarily admissible (or not), enter any premises 

other than a dwelling, review documents, etc.

• Commissioner’s Report

– To contain findings and recommendations, whether there was a 

settlement

– Commissioner can decline to issue a report if the complainant has 

other recourse available

Consequences
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• Court hearing

– A complainant (not the organization), after receiving the 

Commissioner’s report, may apply to the Federal Court – Trial 

Division for a hearing.

• Court’s remedies include:

– Order the organization to correct its practices in order to 

comply with ss. 5-10 of the Act;

– Order the organization to publish a notice of actions taken to 

correct its practices; and

– Award damages, including damages for humiliation the 

complainant may have suffered.

Consequences

18
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• Purposes always have to be reasonable

• Depends upon the circumstances 

– Hiring? May need consent depending on 

application of privacy laws

– Due diligence? May need consent 

depending on application of privacy laws

– Security and investigations? Stand by …

What can you lawfully collect?
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• Section 7 of PIPEDA includes the only 

exceptions to the general rule of consent

• 7(1) – allows some collection w/o consent

• 7(2) – allows some use w/o consent

• 7(3) – allows some disclosure w/o consent 

Relevant consent exceptions
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7 (1) For the purpose of clause 4.3 of Schedule 1, and despite the note 

that accompanies that clause, an organization may collect personal 

information without the knowledge or consent of the individual only if …

(b) it is reasonable to expect that the collection with the knowledge or 

consent of the individual would compromise the availability or the accuracy 

of the information and the collection is reasonable for purposes related 

to investigating a breach of an agreement or a contravention of the 

laws of Canada or a province;

(b.1) it is contained in a witness statement and the collection is necessary 

to assess, process or settle an insurance claim;

(e) the collection is made for the purpose of making a disclosure

(i) under subparagraph (3)(c.1)(i) or (d)(ii), or

(ii) that is required by law.

Collection without consent
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(2) For the purpose of clause 4.3 of Schedule 1, and despite the note that 

accompanies that clause, an organization may, without the knowledge or 

consent of the individual, use personal information only if

(a) in the course of its activities, the organization becomes aware of information 

that it has reasonable grounds to believe could be useful in the investigation 

of a contravention of the laws of Canada, a province or a foreign 

jurisdiction that has been, is being or is about to be committed, and the 

information is used for the purpose of investigating that contravention;

(b) it is used for the purpose of acting in respect of an emergency that 

threatens the life, health or security of an individual;

(b.1) the information is contained in a witness statement and the use is 

necessary to assess, process or settle an insurance claim;

(d) it was collected under paragraph (1)(a), (b) or (e).

Use without consent
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• There are more than a few, but always exercise 

caution.

• If we’re talking about information you have from 

a customer or on a customer’s systems, it 

should always be the customer’s call whether to 

disclose.

Disclosures without consent 



© McInnes Cooper, 2019

7(3) For the purpose of clause 4.3 of Schedule 1, and 

despite the note that accompanies that clause, an 

organization may disclose personal information without the 

knowledge or consent of the individual only if the disclosure 

is …

(b) for the purpose of collecting a debt owed by the 

individual to the organization;

(c) required to comply with a subpoena or warrant 

issued or an order made by a court, person or body with 

jurisdiction to compel the production of information, or to 

comply with rules of court relating to the production of 

records;

Disclosures without consent
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Police or government request

7(3)(c.1) made to a government institution or part of a government institution 

that has made a request for the information, identified its lawful authority to 

obtain the information and indicated that

(i) it suspects that the information relates to national security, the defence of Canada 

or the conduct of international affairs,

(ii) the disclosure is requested for the purpose of enforcing any law of Canada, a 

province or a foreign jurisdiction, carrying out an investigation relating to the 

enforcement of any such law or gathering intelligence for the purpose of enforcing 

any such law,

(iii) the disclosure is requested for the purpose of administering any law of Canada 

or a province, or

(iv) the disclosure is requested for the purpose of communicating with the next of kin 

or authorized representative of an injured, ill or deceased individual; …

Disclosures without consent
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Reporting to police or government

7(3)(d) made on the initiative of the organization to a 

government institution or a part of a government institution 

and the organization

(i) has reasonable grounds to believe that the 

information relates to a contravention of the laws of 

Canada, a province or a foreign jurisdiction that has 

been, is being or is about to be committed, or

(ii) suspects that the information relates to national 

security, the defence of Canada or the conduct of 

international affairs;

Disclosures without consent



© McInnes Cooper, 2019

7(3)(d.1) made to another organization and is reasonable for the 

purposes of investigating a breach of an agreement or a 

contravention of the laws of Canada or a province that has been, 

is being or is about to be committed and it is reasonable to expect 

that disclosure with the knowledge or consent of the individual would 

compromise the investigation;

7(3)(d.2) made to another organization and is reasonable for the 

purposes of detecting or suppressing fraud or of preventing fraud

that is likely to be committed and it is reasonable to expect that the 

disclosure with the knowledge or consent of the individual would 

compromise the ability to prevent, detect or suppress the fraud;

Disclosures without consent
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Criminal law and surveillance
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• In addition to privacy regulation, organizations have to 

be concerned with how the Criminal Code protects 

private conversations

• It is a criminal offence to intercept a private 

conversation except with consent or with a court order.

• You cannot intercept, record or listen to a private 

conversation that you are lawfully not a part of except 

with consent.

• Can signage create this “consent”? Not sure.

• There are additional rules for police recording suspects.

Audio vs Video
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• The Criminal Code was amended to add “voyeurism” in 2005

162. (1) Every one commits an offence who, surreptitiously, observes — including by 

mechanical or electronic means — or makes a visual recording of a person who is in 

circumstances that give rise to a reasonable expectation of privacy, if

(a) the person is in a place in which a person can reasonably be expected to be nude, to 

expose his or her genital organs or anal region or her breasts, or to be engaged in explicit sexual 

activity;

(b) the person is nude, is exposing his or her genital organs or anal region or her breasts, or is 

engaged in explicit sexual activity, and the observation or recording is done for the purpose 

of observing or recording a person in such a state or engaged in such an activity; or

(c) the observation or recording is done for a sexual purpose.

• One can be in public and still have a reasonable expectation of privacy and 

the use of a hidden camera for a sexual purpose can be an offence. 

• Has to be surreptitious to trigger the offence.  

Voyeurism
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New privacy torts
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• 2012 decision of the Ontario Court of Appeal

• Imported the full range of US privacy claims into 

Canada, starting with “intrusion upon seclusion”

Radical shift – Jones v Tsige
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One who intentionally [or recklessly] 

intrudes, physically or otherwise, upon 

the solitude or seclusion of another or 

his private affairs or concerns, is 

subject to liability to the other for 

invasion of his privacy, if the intrusion 

would be highly offensive to a 

reasonable person. 

Intrusion upon seclusion
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• Damages are presumed by the act of the offensive 

intrusion – plaintiff does not have to prove any harm.

• Intentional or “reckless”

• Court of Appeal set a range for general damages, which 

compensate for non-financial harm: nominal damages 

to $20,000

• Generally not viable for individual claims, but class 

actions are a different matter

• “Crossing the line” into private spaces or private affairs 

may trigger this.

Intrusion upon seclusion



© McInnes Cooper, 2019

• Decision of the Ontario Superior Court on 

default judgement

• Case of “revenge porn”

• Formally implemented the second US privacy 

tort: “Public disclosure of private facts”

• Ignored the damages cap in Jones v Tsige:

– $50,000 in general damages, 

– $25,000 in punitive damages and 

– $25,000 in aggravated damages

The next stage: Doe 464533 v N.D.
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Publicity given to private life: One who 

gives publicity to a matter concerning the 

private life of another is subject to liability to 

the other for invasion of his privacy, if the 

matter publicized, or the act of publication, is 

of a kind that (a)  would be highly offensive 

to a reasonable person, and (b)  is not of 

legitimate concern to the public. 

Public disclosure of private facts
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(i)  Confidential Information - Did Plaintiff supply 

Defendant with information having a quality of 

confidence about it?

(ii)  Communication in Confidence - Did Plaintiff 

communicate this information to Defendant in 

circumstances in which an obligation of confidence 

arises?

(iii)  Misuse of Information - Did Defendant 

misuse or make an unauthorized use of the 

information?

Breach of confidence
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• Traditional claims for breach of contract if 

there’s a confidentiality agreement or 

confidentiality provisions in your engagement 

letter. 

Contract claims
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So what does this actually mean?
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• In Atlantic Canada, employee information is 

only covered under privacy regulation for: 

– “Federal works, undertakings and businesses” –

telcos, airlines, ports, shipping, etc.

– Public sector employees – government, university, 

schools, hospitals, military

• Criminal Code and privacy torts still apply

Employee info
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• Federal and BC, AB provincial privacy 

regulators have provided some useful guidance 

on surveillance decision-making.

• https://www.oipc.ab.ca/media/391338/guide_vid

eo_surveillance_private_sector_mar2008.pdf

Surveillance generally

https://www.oipc.ab.ca/media/391338/guide_video_surveillance_private_sector_mar2008.pdf
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• From the regulators’ guidance:
1. Determine whether a less privacy-invasive alternative to video surveillance would meet your needs.

2. Establish the business reason for conducting video surveillance and use video surveillance only for that reason.

3. Develop a policy on the use of video surveillance.

4. Limit the use and viewing range of cameras as much as possible.

5. Inform the public that video surveillance is taking place.

6. Store any recorded images in a secure location, with limited access, and destroy them when they are no longer 

required for business purposes.

7. Be ready to answer questions from the public. Individuals have the right to know who is watching them and why, 

what information is being captured, and what is being done with recorded images.

8. Give individuals access to information about themselves. This includes video images.

9. Educate camera operators on the obligation to protect the privacy of individuals.

10. Periodically evaluate the need for video surveillance. 

Overt surveillance
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• In a nutshell

– It has to be reasonable – what is the purpose or 

are the purposes, and are they reasonable?

– It has to be necessary – can you achieve the 

reasonable purpose using some other technique that 

is less intrusive?

– It has to be proportional – is the effect on privacy 

proportional to the legitimate benefit of the use of the 

tech?

– You need to give notice of all purposes and get 

consent

Overt surveillance
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Notice of purposes and consent

Not good enough Almost …
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Notice of purposes and consent 

• This sign is conspicuous, 

clearly sets out what all 

the purposes are and 

provides information 

about who to contact 

with questions. 
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• Recall the all collection of personal information 

requires consent unless the particular activity is 

exempt under s. 7(1).

– 7(1)(b) it is reasonable to expect that the collection 

with the knowledge or consent of the individual 

would compromise the availability or the accuracy of 

the information and the collection is reasonable for 

purposes related to investigating a breach of an 

agreement or a contravention of the laws of 

Canada or a province;

Covert surveillance – s. 7(1)(b)
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PIPEDA Case #311

• … when an individual initiates a lawsuit there is an implied 

consent that the other party to the suit may collect 

information required to defend itself against the damages 

being sought by the individual who filed the suit. When the 

woman initiated her lawsuit against the insurance company’s 

client and when her testimony and medical reports revealed 

discrepancies and were inconsistent with the injuries claimed, 

the Assistant Privacy Commissioner concluded that she gave 

her implied consent to the collection of her personal information.

• Still has to be reasonable and proportional

Covert surveillance – implied consent
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Location data

• Location of a person or of a thing 

that is associated with a person is 

personal information. 

• Likely more sensitive than video in a 

“public” place.

• Same rules are going to apply.

– Reasonable, 

– Proportional,

– With consent or within the 

exception
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Biometrics

• All biometrics that are associated 

with an individual would be 

considered “sensitive” personal 

information.

• The bar for justification would be 

raised and collection is probably 

unreasonable by default. 

• Same rules are going to apply.

– Reasonable, 

– Proportional,

– With consent or within the 

exception
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Face “detection” or “recognition”?

• A form of biometric

• Detecting faces is different 

from trying to recognize a 

particular face.

• If underlying image is 

discarded, then likely not a 

collection or use of personal 

information 

• If using recognition, it’s a 

collection and use of personal 

information

Beatrice Murch derivative work: Sylenius (talk) - Jimmy answering 

questions.jpg, CC BY 3.0
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Questions?

Get Legal Alerts & Updates: 

mcinnescooper.com/subscribe/

http://www.mcinnescooper.com/subscribe/
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McInnes Cooper has prepared this document for information only; it is not 

intended to be legal advice. You should consult McInnes Cooper about your 

unique circumstances before acting on this information. McInnes Cooper 

excludes all liability for anything contained in this document and any use you 

make of it.

© McInnes Cooper, 2019. All rights reserved. McInnes Cooper owns the 

copyright in this document. You may reproduce and distribute this document in 

its entirety as long as you do not alter the form or the content and you give 

McInnes Cooper credit for it. You must obtain McInnes Cooper’s consent for any 

other form of reproduction or distribution.  Email us at 

publications@mcinnescooper.com to request our consent.
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